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Opportunities and challenges of greater 
connectivity

• Dominance of the IT sector in 

international business

• Dominance of Western IT 

companies

• Gap between the developed and 

developing countries
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Public, hybrid and private cyberthreats

• Perpetrators of attacks

• Targets and severity of impact

• Dominant applicable law

• Typical forms

• Responses
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The current state of cyber governance

• Highly fragmented with various domestic laws and 

international efforts

• Involves not only states but also powerful private 

actors

• States hiding behind private actors and using them as 

instruments

• Traditional International law instruments not 

necessarily work

• Two approaches: state-oriented and market-oriented
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